It's important that you're aware of these signs and are watching
out for them in all your online activity. If you encounter these
signs, here’s a few things to do:
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Scam email #1: Contest winner

To | mike221@hotmail.com

From iphone@jyjsk.jhsssjs.com »@

Subject = Winner!!!i j= g- &

Congratulations
» Mike221!!!

—  You've won a free[[S)lely5 11 based

on your answers in a survey
you completed a time ago. <

We just need you to confirm

—  your identity [Ji{i{¢) 24 hrs or ‘_e

—  [Eagain, congratulations!!!

Have a great day.

G» Thani I

Sent from a strange Has obvious typos
email address. and misspellings.

Refers to you by your email, Pressures you to

not your name. respond with more info.

Makes vague references,
no specifics mentioned.

Government  Gouvernement
of Canada du Canada

Canada



Scam email #2: Payment info

-1

New message - ' X

From | netflix3456453435456433@netflix.com <—®

Subject = ACCOUNT PAYMENT

(@-NETFLIX

Payment declined

—

—> your latest pre-authorized payment for your Netflix account has been declined.
Another attempt will be made Rjiallg0222 S8R 5 1 {H ]

— update your payment information so that you are able to continue enjoying
your Netflix account.

UPDATE PAYMENT <—°

If you have any questions please contact the Help Centre

funny but still contains a familiar word. If you
look closely the L in the email domain is actually
a capital “i".

Sent from an email address that looks a little ‘ Uses a very friendly tone.

Presses you to respond
within a certain time.

Uses strong wording and bold lettering to make
it seem urgent and important.

Presents links disguised as
an official looking button.

Colour of the logo is slightly lighter and pixelated.
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Scam email #3: Order misplaced

New message X

From | Amazon13131213@Amazon.ca

Subject  Your action is needed

we seem to have misplaced your Amazon order.
we're ready to help find it and get it back to you as soon as possible.

SO we can get
your order back to you.

We will also throw in an [N 2 Lo iikes M as an apology.
Recover your Amazon order and receive your gift card here:

Thank you for choosing Amazon and
sorry for any inconvenience.

Amazon recovery team

© ©©

Uses the official company logoas the header Uses a friendly or apologetic tone to make it
to trick you into not looking too closely at seem like they want to help you.
the message.

Offers you a prize for cooperating.

Uses a spoofed email address. It looks
legitimate but has a subtle but different
character - a - inserted in the email domain.

Uses a professional signature
to seem legitimate.

978-0-660-39251-6

Pushing you to take action.

Catalogue number: D96-64/2021E-PDF

ISBN:
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